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1

1.1

1.2

GENERAL

This document is valid for Mitel BluStar 8000i and Mitel BluStar for Conference Room,
when installing this telephone in an MX-ONE environment.

SCOPE

This document describes how to install and configure the Mitel BluStar 8000i and Mitel
BluStar for Conference Room, in an MX-ONE Service Node environment, see Installa-
tion Instructions for Mitel 6900, 6800 & 6700 SIP Terminals for MX-ONE.

For information that is common for Mitel BluStar 8000i, Mitel BluStar for Conference
Room and Mitel 6700 see Installation Instructions for Mitel 6900, 6800 & 6700 SIP
Terminals for MX-ONE.

For general installation information that is not unique for a MX-ONE environment, there
is a reference to the Mitel BluStar 8000i Desktop Media Phone / Mitel BluStar for
Conference Room, SIP Call Server Administrator Guide, which is platform indepen-
dent.

For information how to use the phones, Mitel BluStar 8000i and Conference Room,
User Guide, see Mitel BluStar 8000i Desktop Media Phone, User Guide.

GLOSSARY

Some expressions in this document follow the expressions used in MX-ONE, which
can differ from the expressions used in the Mitel BluStar 8000i Desktop Media
Phone/Mitel BluStar for Conference Room, SIP Call Server Administrator Guide.

Table 1  Expressions used in MX-ONE and Mitel BluStar Admin Guide

MX-ONE Mitel BluStar Admin. Guide
MNS (Monitored extensions) BLF (Busy Lamp Field)
Software server Configuration server
TNS (Telephony Name Selection) Speed dial
Corporate directory Global directory
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CABLING

Below is a table explaining some abbreviations in this document.
Table 2  Abbreviations

Abbreviation Explanation
FTP File Transfer Protocol
IPP IP Phone SW Server Configuration Management
Application for Windows
Csv Comma Separated Value
1.3 ENVIRONMENTAL REQUIREMENTS

Mitel BluStar 8000i Desktop Media Phone/Mitel BluStar for Conference Room, SIP Call
Server Administrator Guide.

2 CABLING

Mitel BluStar 8000i Desktop Media Phone/Mitel BluStar for Conference Room, SIP Call
Server Administrator Guide.

3 POWER EQUIPMENT

Both the 8000i telephone and the Conference Room unit are powered from:

. AC/DC adaptor 3A-603DB12.

For the complementary units to Mitel BluStar for Conference Room:

. Mitel HD 610 camera, powered from 87-00062AAA-A

. Remote control to the HD 610 camera is powered by 2 AAA standard batteries

. Mitel Wireless Keyboard used for the Conference Room unit is powered by 2
AAA standard batteries

For the Mitel S850i audio unit, please that units documentation.
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4

5.1

5.2

EARTHING AND GROUNDING

Mitel BluStar 8000i Desktop Media Phone/Mitel BluStar for Conference Room, SIP Call
Server Administrator Guide.

PREREQUISITES

LICENSES

To be able to use the Mitel BluStar 8000i phone or the Mitel BluStar for Conference
Room, one video license in MX-ONE is mandatory. The video license is connected to
the extension number and up to four SIP terminals can be connected to the extension
number. For more information, see command description for Generic Extension.

One license for generic extension and one license for the IP extension are needed.

PIN CODE

An IP extension that will be used with Mitel BluStar 8000i and Mitel BluStar for
Conference Room must have a PIN code (Individual Authorization code) initiated in
MX-ONE in order to be registered to MX-ONE and authenticated towards Mitel
BluStar Configuration in MX-ONE Service Node Manager.

If Mitel BluStar Configuration is not used for authentication, PIN code is not mandatory,
but recommended.
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6.1

6.2

6.2.1

SETTING UP THE SOFTWARE SERVER

SETTING UP THE SOFTWARE SERVER

There are some alternatives to host the software and the configuration files:

. IP Phone SW Server Configuration Management Application for Windows (CXC
109 0055/1) also called IPP. This application is using a Tomcat http server.

. HTTP server, for example Apache or IIS.

. FTP server, for example Filezilla.

IP PHONE SW SERVER CONFIGURATION MANAGEMENT
APPLICATION

The recommendation is to use the IPP as software server. The advantage is to get
support from MX-ONE Service Node Manager to create the configuration files
aastra.cfg and 8000i.cfg. MX-ONE Service Node Manager stores the configuration files
on the IPP server.

The configuration file 8000icr.cfg used for Mitel BluStar for Conference Room is not
managed by MX-ONE Service Node Manager, but can be stored and administrated on
the IPP server.

Note: Since the contents of the 8000icr.cfg file are identical to that of the 8000i.cfg,
then the file created by MX-ONE Service Node Manager for the Mitel BluStar
8000i may be copied and renamed to 8000icr.cfg.

For information how to set up the IPP Tomcat server, see Installation Instructions for
IP PHONE SOFTWARE SERVER.

USING AN HTTP / FTP SERVER

One alternative is to use an HTTP server (not IPP) but in this case the configuration
files aastra.cfg and 8000i.cfg/8000icr.cfg has to be edited manually.

Ifan HTTP server is already used as software server for the other IP phones, this option
can be useful.

SETTING UP THE HTTP / FTP SERVER

For a description of the different software files and of the recommended directory struc-
ture, see 9.1 Software files on page 16.

Follow the steps below:

1. If HTTP/HTTPS is used to push the <user>.cfg and <user>_local.cfg to the
server, the following two files need to be in a folder specified in the parameter
user configuration URL in the 8000i.cfg/8000icr.cfg file:

2. upload.htmi
3. upload_file.php

These files are available via Service Plaza Knowledge Database. PHP has to be
in-stalled on the server and the folder has to allow writing.
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Store the software files under the folder <version> with the files 8000i.ver,
upgradevipr.tar and Ul.xml.

The aastra.cfg file has to be available on the HTTP server. If Mitel 6700 SIP phones

are used in the system the Mitel BluStar 8000i and Mitel BluStar for Conference Room
will use the same aastra.cfg file. If this file has to be created, it shall be based on the
template for aastra.cfg stored in MX-ONE under /etc/opt/eri_sn/aastraSIPphones.

The model specific configuration file is called 8000i.cfg/8000icr.cfg. A template file for
Mitel BluStar 8000i is stored in MX-ONE under /etc/opt/eri_sn/aastraSIPphones. The
same template file can be used for the Mitel BluStar for Conference Room. For a
description of parameters to be filled in, see 8.1.2 Manual handling of 8000i.cfg and
aastra.cfg on page 11.

Picture Sample*.png files. Various sample png files for picture identity. For more infor-
mation see Mitel BluStar 8000i Desktop Media Phone/Mitel BluStar for Conference
Room, SIP Call Server Administrator Guide.
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MANAGE THE CONFIGURATION FILES IN MX-ONE SERVICE NODE MANAGER

7 MANAGE THE CONFIGURATION FILES IN
MX-ONE SERVICE NODE MANAGER

This section describes the support that MX-ONE Service Node Manager can give to
create the different configuration files.

7.1 THE CONFIGURATION FILES FOR MITEL BLUSTAR 8000l

The following configuration files for Mitel BluStar 8000i are handled via MX-ONE
Service Node Manager:

. aastra.cfg: common with the Mitel 6700 SIP phones and should be created from
MX-ONE Service Node Manager, see 7.3 IP Phone Configuration File in
MX-ONE Service Node Manager on page 9.

. 8000i.cfg: the model specific configuration file should be created from MX-ONE
Service Node Manager, see 7.3 IP Phone Configuration File in MX-ONE Service
Node Manager on page 9.

The following files are handled via Mitel BluStar Configuration:

. <user>.cfg: the file with user unique call server related data is created automat-
ically by Mitel BluStar Configuration in MX-ONE Service Node Manager when
the user logs on the phone after the first registration of the phone towards
MX-ONE.

. <user>_local.cfg: the file contains free seating related data for the user. It is
created automatically by the Mitel BluStar 8000i phone and does not have to be
touched by the system administrator. It is stored via Mitel BluStar Configuration,
see 8.2.1 Automatically Generated <user>.cfg by Mitel BluStar Configuration on
page 13.

When managing the configuration files for Mitel BluStar 8000i in MX-ONE Service
Node Manager, select the IP Phone family = aastra67xxi, where also Mitel BluStar
8000i is handled.

7.2 THE CONFIGURATION FILES FOR MITEL BLUSTAR FOR
CONFERENCE ROOM
The following configuration files for Mitel BluStar for Conference Room are handled via
MX-ONE Service Node Manager:

. aastra.cfg: common with the Mitel 6700 SIP phones and should be created from
MX-ONE Service Node Manager.

The following files are handled via Mitel BluStar Configuration:

. 8000icr.cfg: the model specific configuration file is not managed via MX-ONE
Service Node Manager, instead a 8000i.cfg file can be created by MX-ONE
Service Node Manager and thereafter copied and renamed to 8000icr.cfg.

. <user>.cfg: the file with user unique call server related data is created automat-
ically by Mitel BluStar Configuration in MX-ONE Service Node Manager when
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the user logs on the phone after the first registration of the phone towards
MX-ONE.

. <user>_local.cfg: the file contains free seating related data for the user. It is
created automatically by the Mitel BluStar 8000i phone and does not have to be
touched by the system administrator. It is stored via Mitel BluStar Configuration.

7.3 IP PHONE CONFIGURATION FILE IN MX-ONE SERVICE
NODE MANAGER

MX-ONE Service Node Manager shall be used when creating or changing the
aastra.cfg and the model specific configuration files. The information regarding param-
eters is available in the online help for MX-ONE Service Node Manager. The picture
below shows an example of the page in the IP Phone Configuration File task in
MX-ONE Service Node Manager:

MX-ONE™Manager
Telephony System

Initial Setup  Number Analysis ) Services System  Tools  Logs
Extensions  Operator Call Center Groups ExternalLines  System Data IP Phone

) IP Phone Configuration File - Add - Step 2/ 3

Secuity Posicy General Settings

SIP External Domain

SV Server . At Passwaid R
(@ Admin Password: |22222
Connect Configuration File Network Settings ) N
: 3 7 (2) Enable DHCP: Yas
Configuration File Time Server Settings
(@ Enable Time Server: O

Unregistration = £
' (@ Time Serverl: |

Media Encryption P -
(@ Time Server2: |

Time & Date Settings

(2) Time Zone : i.f'-‘A.E—Duhai____ _:g
@ Time Format: 12 Hours y
(@) Date Format: j.'v"'. MY l'»'HviErf .DD _r_l
General SIP Settings
(@) Session Timer [s]: |-18ﬂ ] j
(@ Package Time (ptime): g :—:
(@ silence Suppression (Comfort Noise):
() Enable Out-0Of-Band DTMF:
Advanced SIP Settings
@ Voice Mail Number: i |
(?) Enable Message Waiting Indication: O
(@) Auto Resync Mode: '__Ene ~|
(@ Auto Resync Time [hh:mm]: |
Language 2
(@ Language 1! :-Spanish _\;
(@ Language 2: :F'ortuguese [Brazilian}_;
(?) Language 3: :F'ortuguese _;
(@ Language 4: :Swedish - _-E
(7) Default Language: 'English v‘

Figure 1: IP Phone Configuration File in MX-ONE Service Node Manager
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7.4

7.5

7.6

MANAGE THE CONFIGURATION FILES IN MX-ONE SERVICE NODE MANAGER

Note: MX-ONE Service Node Manager requires that the IP Phone SW Server Config-
uration Management Application is installed on the IP Phone SW Server, please
section 6 Setting up the Software Server on page 9

CREATE A CONFIGURATION FILE

The procedure to create a new configuration file is:
. Log in to MX-ONE Service Node Manager.

. Go to Telephony > IP Phone > Configuration file. Press Add new to open
the new configuration file.

Select aastra67xxi family, where Mitel BluStar 8000i is also handled, and enter
the data into the configuration file which is automatically stored under the correct
directory in the IP Phone Software Server when pressing Apply.

. To force the telephones to fetch the new configuration file there are a number of
cases:

- If the telephones are not started yet: connect the power and the tele-
phones will fetch the new configuration file.

- The telephones will after less than 24 hours automatically fetch the new
configuration file and if necessary download a new firmware.

- Restart the telephones manually.

CHANGING AN EXISTING CONFIGURATION FILE

The existing configuration file can be updated using the MX-ONE Service Node
Manager.

The following procedure shall be used when the configuration file shall be changed:

1. Log in to MX-ONE Service Node Manager and select:
Telephony > IP Phone > Configuration file

2. Take a backup copy of the existing configuration file by pressing the backup
icon.

3. Use the Change icon to view the configuration file. When the adaptation of the
file is completed, it is automatically stored under the aastra67xxi directory in the
IP Phone Software Server.

4. Copy and re-name the 8000i.cfg file to 8000icr.cfg.

5. To load the updated file into the phone: restart Mitel BluStar 8000i/Mitel BluStar
for Conference Room by touching the app menu and select log off and restart.

MORE MX-ONE SERVICE NODE MANAGER FEATURES

For a descriptions of more features for handling the configuration files, Installation
Instructions for Mitel 6900, 6800 & 6700 SIP Terminals for MX-ONE.
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8

8.1

8.1.1

8.1.2

11

HOW TO START A NEW PHONE

The configuration files must be adapted to the local network.

Most settings in the phone can be controlled by the configuration files, available on the
software server. When the phone is powered up, the configuration files are downloaded
to the phone from the software server.

For a detailed description of the different software files, 9.1 Software files on page 21

INSTALLING AASTRA.CFG AND 80001.CFG/8000ICR.CFG
CONFIGURATION FILES

USING MX-ONE SERVICE NODE MANAGER

For aastra.cfg and 8000i.cfg /8000icr.cfg the following is valid:

1. The aastra.cfg file: If this file does not already exist, the system administrator
shall create the file by using the Configuration File task in MX-ONE Service Node
Manager.

2. Create the model specific 8000i.cfg/8000icr.cfg file by using the Configuration
File task in MX-ONE Service Node Manager.

Select the IP Phone family = astra67xxi, where also Mitel BluStar 8000i is
handled.

3. Restart the BluStar8000i by touching the app menu and select log off and
restart to make the phone read the configuration files.

For the 8000icr.cfg the following is valid:

1. Create the a 8000i.cfg file as normal using MX-ONE Service Node Manager,
thereafter make a copy of the file and re-name to 8000icr.cfg and thereafter
continue as for Mitel BluStar 8000i.

MANUAL HANDLING OF 8000I.CFG AND AASTRA.CFG

If MX-ONE Service Node Manager cannot be used for creating these configuration
files, use the template files, which are stored in MX-ONE Service Node in the folder
/etc/opt/eri_sn/aastraSIPphones.

The following procedure describes how to install the configuration files and the unique
parameters for Mitel BluStar 8000i/Mitel BluStar for Conference Room:

1. The aastra.cfg and the 8000i.cfg files must be available on the software server.
2. In 8000i.cfg: Below is a list with the most important parameters:

. user config url: the address to Mitel BluStar Configuration in MX-ONE
Service Node Manager or to the configuration server where the
<user>.cfg and <user>_local.cfg files are stored. The parameter value
shall normally be:
http://<address to MX-ONE Service Node Manager
webserver>/BluStarConfigServer/userConf

Replace http with https in the beginning of the string, if https shall be used.
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How TO START A NEW PHONE

. update url: the address to the software server where the software for the
phone is stored.

. Ipbx mode: if the phone shall be used in SIP Call Server mode or BAS
mode. Shall normally be set to 1, when used with MX-ONE. If both BAS
and call server terminals shall be used in the same network, the parameter
shall be removed from this file and specified in the <mac>.cfg files.

. telephony integration url: the URL that the phone calls to perform PBX
integration, for features like DND, Call Forward etc. The parameter value
shall normally be:

http://$$PROXYURL$$:22222/8000i

. telephony integration use login credentials: the phone will use userid
and PIN code to authenticate towards the PBX integration server.

. enable user defined exchange contacts: if the user shall be allowed to
import his Microsoft Exchange® personal contacts.

. telephony integration needs sip registration: indicates that the SIP
registration status must be checked before sending a user request. Shall
always be enabled in a MX-ONE environment.

. language name: the language that shall be used in the 8000i terminals
and Conference Room units, also12.4 Configuring Language Settings on
page 28.

. tos rtp video: type of service for the video rtp packets.

. user defined power savings schedule: Parameters for defining the

schedule for power saving, section 12.23 Power Saving on page 33.

. directory 1: the name of the global directory file that can be downloaded
from the software server. Example: directory 1:
[ftp/192.168.0.5/path/global.csv.

. Enable user login
also section 12.16 Directories and Contacts on page 31.

If LDAP shall be used for access to the global directory, the following parameters
are necessary and the recommendation is to include them in 8000i.cfg:

. Idap name: directory name
. Idap server: username:password@ldapserver:port
The different parts of the parameter value are:

—username: is used for authentication. Is optional and if it is not provided,
anonymous connection will be used.

—password: is used for authentication. Optional.
—ldapserver: is mandatory.

—port: Idap interface port. Optional. Default value is 389, but if active
directory shall be used, the value is 3268.

Examples: Idap server: Idap.company.com
Idap server: user:password@Ildap.company.com:3268

. Idap base dn:dc=<domainl1>,dc=<domain2>

Specify the Idap server base Distinguished Name (DN) or the top level of
the directory tree. Usually if the company domain is company.com the
base DN must be entered under the form “dc=company, dc=com”.

27/1531-ANF 901 14 Uen F 2017-09-28 12



MITEL BLUSTAR 80001 DESkTOP MEDIA PHONE & MITEL BLUSTAR FOR CONFERENCE RoOOM

8.2

8.2.1

8.2.2

13

. Idap use login credentials: if the userid/password used to log in to the
phone shall also be used for log in to Idap. Shall normally be off.

. Idap use is0-8859-1 encoding: specifies whether or not the LDAP direc-
tory uses ISO-8859-1 or UTF-8. When the parameter is enabled the
terminal will transcode characters from ISO-8859-1 to the equivalent
UTF-character.

. Idap dn query mode:
. Idap search scope:

For details Mitel BluStar 8000i Desktop Media Phone/Mitel BluStar for Confer-
ence for Conference, SIP Call Server Administrator Guide.

3. Restart the Mitel BluStar8000i/Mitel BluStar for Conference Room by
touching/tapping the menu and select log off and restart.

INSTALLING THE USER UNIQUE CONFIGURATION FILES

The user unique configuration files can be generated automatically by Mitel BluStar
Configuration in MX-ONE Service Node Manager or they can as an alternative be
manually created.

AUTOMATICALLY GENERATED <USER>.CFG BY MITEL BLUSTAR
CONFIGURATION

There is a component distributed with MX-ONE Service Node Manager called Mitel

BluStar Configuration where the user unique configuration file <user>.cfg is created
automatically. Mitel BluStar Configuration stores also the <user>_local.cfg that the
phone generates.

There is no user interface for Mitel BluStar Configuration, the only thing that the system
administrator has to do is to define the parameter user config url in the
8000i.cfg/8000icr.cfg file.

First time the user logs on the phone, Mitel BluStar Configuration creates the
<user>.cfg file and stores it under the folder /var/opt/eri_om/users in MX-ONE server
1. The <user>_local.cfg is stored there at log off.

Note: Inthe current version of Mitel BluStar Configuration, it is not possible to manually
change any parameter in the <user>.cfg file, because it will be overwritten the
next time the user logs on. If a parameter has to be changed for a user, Mitel
BluStar Configuration cannot be used and the file has to be changed manually
and stored in another location. In this case the url, to where to store the file, must
be specified in a <mac> file (in the user config url parameter) for this terminal.
Change of PIN code as described in section 8.3.3 Change of PIN code on page
19, will then be no longer possible.

The alternative is to create all the files manually, 8.2.2 Manually created
<user>.cfg on page 17.

MANUALLY CREATED <USER>.CFG

If Mitel BluStar Configuration in MX-ONE Service Node Manager cannot be used for
any reason, the <user>.cfg file must be created manually. Use the template file stored
in MX-ONE in the folder /etc/opt/eri_sn/aastraSIPphones.

The following parameters are important:
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8.3

How TO START A NEW PHONE

. sip auth name: define the directory number

. sip password: define the PIN code if it is defined in MX-ONE.

. sip user name: define the directory number
. sip screen name: enter the name of the user
. sip screen name 2: define the directory number to be shown in the idle display.

. sip proxy ip: IP address to the MX-ONE Service Node to which the phone sends
the sip requests. The IP address shall be equal as in sip registrar ip.

. sip registrar ip: IP address to the MX-ONE Service Node to which the phone
sends the sip requests. The IP address shall be equal as in sip proxy ip.

. directory 2: the name of the user directory file that can be downloaded from the
software server. Example: directory 2: ftp//:192.168.0.5/path/67609.csv.

also section 12.16 Directories and Contacts on page 31.

The file shall be stored on the software server. Enable read and write access on the
FTP/HTTP server because the phone writes in the file at log off.

The phone creates the <user>_local.cfg file with personal settings for example call
logs, favorites and speed dial data

The phone reads these two files when logging on to the phone and uses the values in
<user>.cfg to be able to register towards MX-ONE.

Note: The file must be stored in UTF-8 format to get special characters.

For more details, Mitel BluStar 8000i Desktop Media Phone/Mitel BluStar for Confer-
ence Room, SIP Call Server Administrator Guide.

LOG ON / LOG OFF

The <user>.cfg file is mandatory.

In order to make calls, access the personal settings and use all of the Mitel BluStar
8000i and Mitel BluStar for Conference Room features, the user must first log on the
phone by entering the user name and password (not mandatory, below) or by using the
fingerprint reader (Mitel BluStar 8000i only).

For a description how the set up the finger print reader on Mitel BluStar 8000i, Mitel
BluStar 8000i Desktop Media Phone/Mitel BluStar for Conference Room, SIP Call
Server Administrator Guide

Concerning the user identity and password the following expressions are used:

. to log on to the phone; here called phone user id and password.
. to register the phone towards MX-ONE; here called extension number and PIN
code.

There are a couple of scenarios at log on:

. Using Mitel BluStar Configuration in MX-ONE Service Node Manager.
. Using an FTP or HTTP server.

The scenarios are described below.

When logging off the phone, the user will also be logged off from MX-ONE.
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8.3.1

8.3.2

8.3.3

15

LOG ON/OFF USING MITEL BLUSTAR CONFIGURATION

When using Mitel BluStar Configuration in MX-ONE Service Node Manager to authen-
ticate the log on and automatically create the <user>.cfg file, the phone userid is equal
to the user’s extension number and password is equal to the user’'s PIN code. Mitel
BluStar Configuration authenticates with MX-ONE Service Node (the LDAP data base)
that the number and PIN code are correct and in this case returns SIP data necessary
for the phone to then register towards MX-ONE.

In this case PIN code is mandatory.

LOG ON/OFF USING AN FTP OR HTTP SERVER

When using an FTP or HTTP server, the <user>.cfg file is already manually created
and stored on the server. The phone user id and password are used for authentication
towards the FTP/HTTP server. The <user>.cfg file is fetched and the extension
number, PIN code and SIP data in this file are then used by the phone to register
towards MX-ONE.

When the phone user id is entered but no password, anonymous user or one user
defined in the configuration file is used for authentication towards the FTP/HTTP
server. Syntax for the parameter in the 8000i.cfg/8000icr.cfg file:

user config URL.: ftp://<ftpuser>:<ftppasswd>@<ftpserver>/<ftppath>

The user id of the phone is used for creating or getting the <user>.cfg file. This file is
fetched and the extension number and PIN code in this file are used to register towards
MX-ONE.

CHANGE OF PIN CODE

If Mitel BluStar Configuration is used, the following procedure must be followed when
changing the PIN code:

. Log off the terminal to save the current changes.

. Log on the terminal using the existing PIN code.

. Change the PIN code with *74*old PIN*new PIN#

. Log off the terminal to save the new PIN code.

. Log on the terminal using the new PIN code.

If Mitel BluStar Configuration is not used the user cannot change the PIN code. The
system administrator has to change the PIN code in MX-ONE and edit the <user>.cfg
file.
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9 MANAGING IP PHONE SW

The directory structure for Mitel 6700 and Mitel BluStar8000i/Mitel BluStar for Confer-
ence Room on the software server is shown in the picture below.

text in bold = directory namsg

t 1 ;
root 1) plain text = file name

| aastrabfxxi

—— aastra.cfg
L 8000icr.cfg

- 8000i_cfg
| B75Ti.cfg

- 6730i.cfg
L 6757ist
L 6755i.st

| 6730i.st

—— 8000i-fw

=version=

—— 8000i.ver
- Ulxml
upgradevipr_tar

L images

image1.jpg
image2.jpg

1) When using IPP, an example of the path is
C:\jakarta-tomcat-4.1.3 1'webapps' ROOT aastrad 7xxd\

Figure 2: Directory structure

9.1 SOFTWARE FILES

Below is a list with the different files that shall be stored on the software server.

If it is not possible to use MX-ONE Service Node Manager, to create the configuration
files, these files must be created manually based on the templates stored in MX-ONE
under /etc/opt/eri_sn/aastraSIPphones/.

<version>
Mitel BluStar software folder containing the files 8000i.ver/8000icr.ver,
upgradevipr.tar and Ul.xml. Example:

. 4.1.0-1116
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aastra.cfg
This file contains the configuration parameters for all Mitel 6700 and Mitel
BluStar 8000i phones in the system. The configuration file has to be adapted for
each installation.
This file may be created in IP Phone Configuration File task in MX-ONE Service
Node Manager.

8000i.cfg
This file contains model specific information for 8000i. For example PBX mode,
configuration server URL and update URL.

It will override the settings in aastra.cfg.
The file may be created in MX-ONE Service Node Manager.
8000icr.cfg

This file contains model specific information Mitel BluStar for Conference Room.
For example PBX mode, configuration server URL and update URL.

It will override the settings in aastra.cfg.
The file cannot be directly created in MX-ONE Service Node Manager.

<mac>.cfg
This file is normally not used when the phone is used with MX-ONE. This file
makes is possible to get unique parameter settings per telephone. <mac>
represents the mac address of the phone. Example: 00085d1b5d8.cfg
The settings in <mac>.cfg will override the settings in aastra.cfg and in
8000i.cfg8000icr.cfg.

No support in MX-ONE Service Node Manager/MX-ONE Provisioning Manager
for this file.

images
Data base with images. These image files are also used by Mitel 6739.

If Mitel BluStar Configuration is used, the following files are stored in MX-ONE in the
folder /var/opt/eri_om/users:

<user>.cfg
This file contains user unique call server related data for the Mitel BluStar
8000i/Mitel BluStar for Conference Room user, for example directory number,
PIN code, sip proxy and sip registrar address. This data cannot be configured
through Mitel BluStar 8000i/Mitel for Conference Room.

Example of the file name is 67609.cfg.
This file is loaded when the user logs in.

The file is created automatically by Mitel BluStar Configuration each time the
terminal is registered towards MX-ONE.

If it is not possible to use Mitel BluStar Configuration, this file must be created
manually based on the template stored in MX-ONE under
letc/opt/eri_sn/aastraSIPphones/.

<user>_local.cfg
This file contains free seating related data for the user for example call logs and
favorites. This data is configured by Mitel BluStar 8000i/Mitel BluStar for Confer-
ence Room and it is also the phone that creates the file. It should never be
changed manually.

Example of the file name is 67609_local.cfg.

This file is loaded when the user logs in and updated when the user logs off.
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MANAGING IP PHONE SW

9.2 INSTALLING THE FIRMWARE / CONFIGURATION FILES

When the phone is powered up, the phone fetches the configuration files from the soft-
ware server and loads new firmware if the application file on the software server differs
compared to the one stored in the phone.

To force the phones to restart and read the configuration files there is the following
option:

Phone Ul

. Touch the app menu and select log off and restart.

9.3 VIEWING SOFTWARE VERSION

It is possible to display the version of the software units.
Phone Ul

. Select app menu and select About.
MX-ONE

. MX-ONE command: extension_info with the parameter terminal-info
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10 RESTART / RESTORE

There are the following options:
. Restart the phone. Can be used when settings shall be applied.

. Restore to factory default. The phone gets the same data as when leaving the
factory and removes any saved directory files.

10.1 RESTART

Phone Ul

. Touch the app menu and select log off and restart
10.2 AUTOLOGIN UPON RESTART

Mitel BluStar 8000i/Mitel BluStar for Conference Room terminals can automatically
log in to a specified default account upon a manual restart, forced restart or cold
reboot.

These three processes can be defined as follows:
. Manual restart - user initiated (e.g. when a user selects the Restart button)

. Forced restart - software initiated but influenced by a user’s action (e.g. when a
user changes a terminal setting whereby the device requires a restart for the
setting to take effect.

. Cold reboot - when a software upgrade has been initiated or when an interrup-
tion of power has occurred (e.g. power failure or power cycle).

Enabling the autologin feature is done in two steps:

. In the configuration files aastra.cfg, <model>.cfg, or <mac>.cfqg files the following
parameter shall be enabled:

enable user autologin: 1
The default value is disabled.

. The end user has to enable the feature for the specific terminal:

- Log in to the Mitel BluStar device using the account you wish to configure
as the autologin account

- Select the App Menu button

- Select the Tools button

- Select the User Identity button

- Select Autologin, upon restart, for this account and device

- Select Done

10.3 RESTORE TO FACTORY DEFAULT

Phone Ul
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ENTERING ADMINISTRATOR MODE

. Touch the app menu key > tools menu key > utilities menu key > reset to
factory default

The following message appears: “Do you really want to log off and reset to
factory default?”

. Press Reset.

11 ENTERING ADMINISTRATOR MODE

There is no administrators mode.
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12.1

12.2

12.3

21

CONFIGURING THE UNIT

This chapter describes how to configure some of the features in the phone from the
phone menus.

This chapter also covers the configuration via the configuration files, aastra.cfg,
8000i.cfg/8000icr.cfg or <mac>.cfg.

The parameters can be set in any of these configuration files, but in this section it is the
recommended placing that is described. If one parameter occurs in several configura-
tion files, it is always the last read parameter value that the telephone uses.

For a description of the syntax of the parameters, Mitel BluStar 8000i Desktop Media
Phone/Mitel BluStar for Conference Room, SIP Call Server Administrator Guide.

SETTINGS MODE

To set data in the phone touch the app menu key > tools menu key and select one
option in the most upper tab row. For more detailed information the Mitel BluStar 8000i
Desktop Media Phone/Mitel BluStar for Conference Room, SIP Call Server Adminis-
trator Guide.

LLDP-MED
The terminal has support for Link Layer Discovery Protocol for Media Endpoint Devices
(LLDP-MED). This can for example be used to get:

. The emergency location identification number (ELIN). For more information Mitel
BluStar 8000i Desktop Media Phone/Mitel BluStar for Conference Room, SIP
Call Server Administrator Guide.

. The VLAN identity. For more information Installation Instructions for Mitel 6900,
6800 & 6700 SIP Terminals for MX-ONE.

USING VIRTUAL LAN (VLAN)

By configuring specific VLAN parameters, the Mitel BluStar 8000i/Mitel BluStar for
Conference Room, has the capability of adding and removing tags, and processing
the ID and priority information contained within the tag.

The following configuration alternatives are available:

. LLDP-MED. section 12.2 LLDP-MED on page 27

. DHCP option 43. section 18.3 DHCP Settings for Option 43 and 60 on page 40
. DHCP option 132. section 18.4 DHCP Settings for Option 132 on page 41.

. configuration files: normally in aastra.cfg but it is also possible in <model>.cfg
and in <mac>.cfg. The parameters are tagging enabled and vlan id.

. Phone Ul. Touch tools > terminal identity > advanced > useVLAN.

The precedence is as in the list above.
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12.4

12.5

12.6

12.7

CONFIGURING THE UNIT

CONFIGURING LANGUAGE SETTINGS

It is only possible to set the display language via the configuration file (normally
8000i.cfg/Mitel BluStar for Conference Room). The end user cannot select language.

If the language shall be changed, it must be changed in the configuration file with the
parameter language name.

The following languages are at present available in this phone:

. English (default)

. French

. French Canadian
. German

. Italian

. Japanese

. Simplified Chinese

. Spanish
. Spanish Mexican
. Dutch

AUTHENTICATION CODE

When entering a service code procedure containing an authorization or PIN code, it is
not possible to replace the digits with stars in the display and in the logs.

FOLLOW-ME / CALL FORWARD

It is possible to activate follow-me / call forward from the Telephone Feature Control
area on the screen. Both external and internal follow me can be enabled.

The follow-me number must be set, otherwise the forward softkey is greyed out. Touch
the following to set the number:
app menu > tools > call handling > call forward all

The extension must have a certain category to be allowed to activate follow-me.
The follow-me feature is executed in the system and not locally in the phone.

The necessary settings are described in 8.1 Installing aastra.cfg and 8000i.cfg config-
uration files on page 14.

DO NOT DISTURB (DND)

It is possible to activate individual DND from the Telephone Feature Control area on
the screen.

The extension must have a certain category to be allowed to activate individual DND.
When this feature is activated the forwarding of calls to the extension is dependent on
the settings in MX-ONE.
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12.8

12.9

12.10

12.11

23

The necessary settings are described in 8.1 Installing aastra.cfg and 8000i.cfg config-
uration files on page 14.

also MX-ONE Feature List.

It is possible to activate group do not disturb from the telephone with a service code
procedure. The extension must have a certain category to be allowed to activate group
DND. No settings in the telephone is necessary for this feature. also MX-ONE Feature
List.

USING DNS SRV RESOURCE RECORDS

DNS SRV resource records cannot be used to implement redundancy in this release
of Mitel BluStar 8000i/Mitel BluStar for Conference Room.

CENTRAL STORAGE OF USER SPECIFIC DATA

This feature means that all the personal settings for a user are stored in a file that is
stored on a central server. When the user logs on to another Mitel BluStar 8000i phone
or Mitel BluStar for Conference Room unit, the user data will be available.

In Mitel BluStar 8000i/Mitel BluStar for Conference Room the user data is stored in the
<user>_local.cfg file. Examples of this type of data are: incoming call logs, redial list,
speed dial, favorites, max. video bandwidth and the settings for the three applications
clock, weather and stock information.

CONFIGURING THE DIFFSERV PARAMETER

For details about the Diffserv /TOS / QoS settings, Mitel BluStar 8000i Desktop Media
Phone/Mitel BluStar for Conference Room, SIP Call Server Administrator Guide.

SELECTION OF TRANSPORT ADDRESSES (PORT
NUMBERS)

The table below shows the default port numbers. These are possible to change via the
aastra.cfg file.

Table 3 UDP/TCP ports used by the phone

Type of
signaling Default Comment
RTP 3000 The first media stream, uses 3000 and 3002.
Second uses 3004 and 3006, etc.
SIP 5060
http 80 when downloading configuration and firmware files
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12.12 REGISTRATION DISTRIBUTION

In MX-ONE there is a concept called HLR (Home Location Register) server. The
phones shall as the main rule be registered in their home server.

BluStar Configuration handles this automatically. If Mitel BluStar configuration is not
used and the user.cfg shall be manually created, the parameters sip proxy ip and sip
registrar ip, shall be set to the IP address of the HLR server.

Mitel 8000i/Mitel BluStar for Conference Room has no support for the registration distri-
bution feature in MX-ONE.

12.13 REDUNDANCY

There is no support for backup proxy / registrar in this release of Mitel BluStar
8000i/Mitel BluStar for Conference Room.

12.14 REGISTRATION AT BRANCH OFFICES

There is no support for backup proxy / registrar in this release of Mitel BluStar
8000i/Mitel BluStar for Conference Room.

12.15 HOME OFFICE SCENARIO

The home office scenario means access via a Session Boarder Controller (for example
Ingate).

The authentication of the log on from the video phone cannot be done via Mitel BluStar
Configuration in MX-ONE Service Node Manager, because it is not possible to reach
MX-ONE Service Node Manager from outside.

One possibility is to use a separate local http/ftp server for storing all the configuration
files including <user>.cfg and <user>_local.cfg, 8.3.2 Log on/off using an FTP or
HTTP server on page 19. This server must also host the application files, csv directory
files and pictures.

The address to the http/ftp server must be configured manually in the Mitel BluStar
8000i phone/Mitel BluStar for Conference Room unit.

The IP address to the Session Boarder Controller is defined in the parameter sip
outbound proxy in aastra.cfg or in 8000i.cfg/8000icr.cfg.

12.16 DIRECTORIES AND CONTACTS

The Mitel BluStar 8000i/Mitel BluStar for Conference Room has the following directory
and contacts functions:

. Global directory. Itis a comma separated value (csv) file created by the system
administrator. Access via the directory key on the Mitel BluStar 8000i/Mitel
BluStar for Conference Room screen. The file name shall be <name>.csv and it
shall be specified in the configuration file (normally in 8000i.cfg/8000icr.cfg) with
the parameter directory 1.

. LDAP directory. Access also via the directory key on the Mitel BluStar 8000i
/BluStar for Conference Room screen. The settings necessary for LDAP (Active
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12.18

12.19

12.20

25

Directory) can be defined in the 8000i.cfg /8000icr.cfg file. section 8.1.2
Manual handling of 8000i.cfg and aastra.cfg on page 14.

When CMG directory is used, the transcoding from 1SO-8859-1 to UTF-8 must
be enabled in the 8000i.cfg file.

. User directory, also called contacts or address book. Access via the contacts
key on the Mitel BluStar 8000i/BluStar for Conference Room screen. The
contacts can be either:

- A comma separated value (csv) file. The empty file, <user>.csv, is created
by the system administrator and it is populated by the user. The directory
file is specified in the user.cfg with the parameter directory 2.

- The user’'s Microsoft Exchange® 2003 or 2007 SP1 (or later) contacts. If
the user shall be allowed to download his Microsoft Exchange® personal
contacts, this has to enabled in the 8000i.cfg/8000icr.cfg file. The configu-
ration is done from the menus in the phone.

For a description of the parameter settings in the 8000i.cfg/800icr.cfg file, 8.1 Installing
aastra.cfg and 8000i.cfg configuration files on page 14.

For more detailed information about the directory features, Mitel BluStar 8000i Desktop
Media Phone/Mitel BluStar for Conference Room, SIP Call Server Administrator Guide.

CONFERENCE

The Mitel BluStar 8000i/Mitel BluStar for Conference Room supports conference calls
of up to four participants, including the host. The terminal that initiates the conference
becomes the conference leader and is responsible for all coordination between confer-
ence participants.

MX-ONE do not handle the video conference, instead it is the Mitel BluStar 8000i or the
Mitel BluStar for Conference Room that is hosting and managing the conferences.

CALL PARK POOL

For a detailed description of the Call Park Pool feature in an MX-ONE environment,
operational directions for Call Park Pool.

Mitel BluStar 8000i/Mitel BluStar for Conference Room cannot pickup a parked call
from an MNS key.

SCA

There is no support for this feature when using the phone with the current MX-ONE
release.

EXTRA DIRECTORY NUMBER (EDN)

There is no support for this feature in this telephone.
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12.23

CONFIGURING THE UNIT

MNS (BLF)

Monitoring of other extension numbers (MNS or BLF) can be done from the Mitel
BluStar phone.

The extension number to be monitored in the Mitel BluStar 8000i phones or Mitel
BluStar for Conference Room units must be initiated in MX-ONE or via MX-ONE Provi-
sioning Manager as a MNS key. It must also be manually initiated in the Mitel BluStar
8000i phone/Mitel BluStar for Conference untit by initiating the favorite contact with the
extension number of the monitored phone.

Note: The monitored number in the favorite contact must be the extension number. It
cannot be an external number for example
+ 46 8 56867609.

To enable pick up of calls, the parameters for call pickup must be set in the user.cfg
file.

Note: It is not possible to pick up parked calls with the Favorite key.

The Mitel BluStar devices are fully interoperable with the Mitel BluStar Server.
By defining presence server and user details, the Mitel BluStar devices will be
able to take advantage of the enhanced presence capabilities offered by the
Mitel BluStar Server.

The Mitel BluStar Server aggregates presence information from multiple
sources and relays the information to the Mitel BluStar devices. Mitel BluStar
device users are able to monitor the status for any contacts connected to the
Mitel BluStar Server through their Favorites, Search, Contacts, History, and
Directory menus as well as obtain more detailed status information through an
individual's partial contact information display or full contact information page.
Status information available in the various menus and pages include:

-Presence status bars and information (default as well as personalized status
text).

-Line state details.
-Microsoft Exchange calendar activity.
Notes:

-At a minimum, the “sip presence server” and “sip presence user name”
(including a valid e-mail address) must be defined in the phones/units config-
uration files to enable this feature.

-When the parameters are defined, the Mitel BluStar device will no longer send
SUBCRIBE messages for the Busy Lamp Field (BLF) feature. Thus you will
have either Mitel BluStar Presence OR MNS/BLF.

MICALLCENTER SOLIDUS

Mitel BluStar 8000i and Mitel BluStar for Conference Room can both be used as an
agent with Mitel's MiCallCenter Solidus.

POWER SAVING

The Mitel BluStar 8000i and Mitel BluStar for Conference Room integrates a power
saving Eco-Off mode. Administrators can enable Eco-Off mode by defining the Mitel

27/1531-ANF 901 14 Uen F 2017-09-28 26



MITEL BLUSTAR 80001 DESkTOP MEDIA PHONE & MITEL BLUSTAR FOR CONFERENCE RoOOM

BluStar 8000i/Mitel BluStar for Conference Room user’s normal operating work
schedule. During the period of time outside of the specified work schedule, the Mitel
BluStar 8000i/Mitel BluStar for Conference Room will automatically power down all
extraneous hardware components and a screen saver will be initialized, thereby
allowing for a reduction in overall energy consumption.

Users can also directly enable the Eco-Off power saving mode on the BluStar
8000i/BluStar for Conference Room by selecting the Eco-Off button located in the
Applications and Telephone Connection Management area of the screen.

User can ‘wake up’ the Mitel BluStar 8000i/Mitel BluStar for Conference Room while in
Eco-Off mode by either touching the screen, pressing any hard key or lifting the
handset.

Allincoming calls will be ignored by the Mitel BluStar 800i/Mitel BluStar for Conference
Room if it is in Eco-Off mode (i.e. a 480 temporarily unavailable response will be sent
to the caller’s device).

Note: In a MX-ONE environment the recommendation is to disable the possibility for
the end-user to program the Eco-Off mode schedule, example below.

Below is an example showing the Eco-Off mode schedule parameters in the
8000i.cfg/8000icr.cfg configuration file:

user defined power savings schedule:0
working monday:1

working tuesday:1

working wednesday:1

working thursday:1

working friday:1

working saturday:0

working sunday:0

working all days:0

working hour weekday start:06
working minute weekday start:00
working hour weekday end: 20
working minute weekday end:00
working hour weekend start:09
working minute weekend start:00
working hour weekend end:17
working minute weekend end:00
weekend working same as weekdays:0

In this example the user is not allowed to program power savings schedule, the
terminal will be in normal operation Monday-Friday 06:00 to 20:00, Saturday-Sunday
09:00 to 17:00.

For a more detailed description of the settings in the phone, Mitel BluStar 8000i
Desktop Media Phone/Mitel BluStar for Conference Room, SIP Call Server Adminis-
trator Guide
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PASSWORDS AND PIN CODES
PASSWORDS AND PIN CODES

8.3 Log on / Log off on page 18.

HEADSET

Headset can be used with 8000i. For more information User Guide for Mitel BluStar
8000i Desktop Media Phone.

EXPANSION MODULES

There is no support for expansion modules.

EMERGENCY CALLS

If the telephone is not registered to the PBX, it is not possible to make emergency calls.

QUALITY OF SERVICE (QOS)

For details about the Diffserv /TOS / QoS settings, Mitel BluStar 8000i Desktop Media
Phone/Mitel BluStar for Conference Room, SIP Call Server Administrator Guide.

It is not possible to view the QoS statistics via MX-ONE.
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DHCP SERVER

DATA FROM DHCP

The phone has support for DHCP by which the following IP configuration data can be
provided:

. Own IP address, subnet mask, default gateway and DNS, received in the DHCP
standard fields (1 and 3).

. IP address to the software server. The path to the firmware to be downloaded
from the software server can also be provided as well as the protocol to be used.
The recommendation is to use DHCP option 66 (TFTP server name), but DHCP
option 60 (vendor class identifier) and option 43 (vendor specific information
field) can also be used.

The following example shows the different possibilities to use option 43 and option 66
to get the IP address and path to the software server:

http://192.168.1.45
http://192.168.1.45/path
http://httpsrv.example.com/path

If the phone receives the software server configuration in both option 66 and option 43,
then option 43 takes precedence over option 66.

DHCP SETTINGS FOR OPTION 66

Enter the URL to the software server according to the example in 18.1 Data from DHCP
on page 40.

DHCP SETTINGS FOR OPTION 43 AND 60

DHCP option 60 (vendor class identifier) and option 43 (vendor specific information
field) can also be used to get the software server address and also to load a unique
configuration file dependent on telephone type.

The first step is to initiate option 60 for Mitel BluStar 8000i/Mitel BluStar for Conference
Room:
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Table 4

DHCP SERVER

Identifier value to be defined in option 60

Model

Identifier Value

8000i

MitelBluStar8000i

8000icr

BluStarforConferenceRoom

After option 60 has been entered into the DHCP server, the data in option 43 has to be
entered. The following options exist:

Table 5

Options that can be set in option 43.

Code

Description

02

Configuration server (protocol, server and path).
Syntax: string

03

RCS. Not used in a MX-ONE environment

08

ID string to enable the use of the VLAN identity in code 09. Must be specified to
avoid conflict with other vendors.

Syntax: 16 bytes character string “Aastra(space)Telecom(space)(space)” i. e.
4161737472612054656¢c65636f6d2020

09

VLAN identity (1-4094)
Syntax: 4 bytes whereas the first and second byte must be 0x00 and third and
fourth byte the VLAN id. Example: 100 in decimal is 00 00 00 64 in hex.

For an example how to configure option 60 and 43 in a Linux environment, see the
Administrator Guide for Mitel IP SIP Phones

For an example how to configure DHCP in a Windows environment, see Installation
Instructions for Mitel 6900, 6800 & 6700 SIP Terminals for MX-ONE.

18.4 DHCP SETTINGS FOR OPTION 132

Option 132 provides the same VLAN functionality as option 43 and the data format of
the VLAN identity is identical to the format listed in option 43 sub-option 09 in the table

above.

For more information about VLAN priorities, section 12.3 Using Virtual LAN (VLAN) on

page 27.

To enable option 132 a parameter in the configuration file has to be set (it is disabled

by default)

dhcp option 132 vlan id enabled: 1
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19.1.1

19.1.2

31

SECURITY

SIP signaling with TLS and SRTP is supported for 8000i and Mitel BluStar for Confer-
ence Room.

To enable TLS and SRTP there are a number of parameters to be set in the configura-
tion file, Installation Instructions for Mitel 6900, 6800 & 6700 SIP Terminals for
MX-ONE.

ENCRYPTED CONFIGURATION FILES

It is possible to store encrypted configuration files on the software server to protect
against unauthorized access and tampering of sensitive information (e.g. user
accounts, login passwords, registration information).

The system administrator uses a password distribution scheme to manually
pre-configure or automatically configure the terminals to use the encrypted configura-
tion with a unique key.

From a Microsoft Windows command line, the administrator uses an Mitel-supplied
encryption tool called "anacrypt.exe" to encrypt the configuration files.

The anacrtypt tool can be downloaded from Mitel Service Plaza.
This tool is also available for a Linux platform i. e. anacrypt.linux.

Note: The current version of MX-ONE Service Node Manager cannot handle
encrypted configuration files. If this function shall be used, the configuration files
have to be created manually outside MX-ONE Service Node Manager.

DESCRIPTION OF THE ENCRYPTION

The anacrypt tool processes the plain text <user>.cfg, <user>_local.cfg, <mac>.cfg,
<model>.cfg, and aastra.cfg files and creates triple-DES encrypted versions called
<user>.tuz, <user>_local.tuz, <mac>.tuz, <model>.tuz, and aastra.tuz.

Encryption is performed using a secret password (4-32 alphanumeric characters) that
is chosen by the administrator.

The encryption tool is also used to create an additional encrypted tag file called
security.tuz, which controls the decryption process on the Mitel BluStar 8000i/Mitel
Blustar for Conference Room. If security.tuz is present on the system configuration
server during the boot up sequence, the Mitel BluStar 8000i/Mitel BluStar for
Conference Room downloads it and uses it locally to decrypt the configuration
information from the aastra.tuz, <model>.tuz and <mac>.tuz files (as well as the
<user>.tuz and <user>_local.tuz files if they are located on the same server).

If the <user>.tuz and <user>_local.tuz files are located on a separate user configura-
tion server, and a security.tuz file is present on this separate server during a user login
or check-sync, the Mitel BluStar 8000i downloads it and uses it locally to decrypt the
configuration information from the <user>.tuz and <user>_local.tuz files. Security.tuz is
also used by the phone to encrypt <user>.tuz and <user>_local.tuz.

PROCEDURE FOR ENCRYPTION

The procedure for encryption of configuration files is:
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SECURITY

. Open a command line window application (i.e., DOS window).

. At the prompt, enter anacrypt.exe and press <Return>

. Enter a command utilizing the details provided in the help screen.

Syntax:

anacrypt {infile.cfg|-d <dir>} [-p password] [-m] [-i] [-v] [-h]

m = Generate <macs>.tuz files that are terminal specific

i Generate security.tuz file

v = Specifies the encryption key version (options include -v1 and
-v2 [default])

h = Show the help screen

Example 1

Generating a security.tuz file with password 1234abcd using the v2 encryption key.
C:\>anacrypt -i -p 1234abcd -v2

Example 2

Encrypting a single aastra.cfg file with password 1234abcd

C:\>anacrypt aastra.cfg -p 1234abcd

Example 3

Encrypting all cfg files in C:\data with password 1234abcd using MAC encryption and
generating a security.tuz file at the

same time.
C:\>anacrypt -d C:\data -p 1234abcd -m -i
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TROUBLESHOOTING

There is support for log files for trouble shooting.

The system administrator can enable parameters in the aastra.cfg or
8000i.cfg/8000icr.cfg files for the following options:

. Syslog location

. System-wide logging
. SIP stack logging

. Debug logging.

For a detailed description of the parameters, Mitel BluStar 8000i Desktop Media
Phone/Mitel BluStar for Conference Room, SIP Call Server Administrator Guide.
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